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1. GLOSSARY OF TERMS

For the purpose of this document, the below terms may be referenced.
Clinician — The health care provider who leads the virtual appointments with the patient.

Coordinator — The Team Admin Support or a Team Clinical Coordinator who will add patient profiles to the
portal and schedule virtual appointments on behalf of the Clinician with patients.

Patient - The patient or client that the Clinician will be meeting with for their virtual appointments.

Zoom for Healthcare (Zoom) — Zoom for Healthcare is a secure, web-based virtual care platform for video
and audio conferencing and collaboration across mobile devices, desktops and telephones. In this
document “Zoom” should be interpreted as “Zoom for Healthcare*.

Zoom Desktop — The technology that enables virtual appointments to be conducted from the Zoom desktop
application.

Zoom Outlook add-in — The technology that enables virtual appointments to be scheduled through a
Microsoft Outlook add-in and conducted through the use of Zoom.

Outlook — The technology/application installed directly on the device to access and manage email.

Outlook Online (365) — The technology/application opened via the internet browser to access and manage
email.
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2. WHATIS ZOOM FOR HEALTHCARE

Zoom for Healthcare is a secure, web-based virtual care platform for video and audio conferencing and
collaboration across mobile devices, desktops and telephones.

To help support patient care and health care providers in the current COVID-19 pandemic, the Department
of Health has approved and will fund the use of the Zoom for Healthcare solution as a virtual care platform
for use on an interim basis. Zoom for Healthcare enables clinicians to deliver health services, expertise and
information, in both official languages, in real-time over distance, improving access and eliminating barriers
to patient/client care across New Brunswick.

Zoom for Healthcare includes additional security measures to protect the privacy of personal health
information being shared over internet channels. The Treasury Board has provided a security opinion and
the Department of Health’s Chief Privacy Officer has completed a Privacy Impact Assessment.

This user guide focuses on the support for setting up and conducting a virtual client consultation including
scheduling, notification and client tracking using Zoom for Healthcare.
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3. HOW TO ACCESS AND LOG INTO ZOOM FOR
HEALTHCARE

Zoom for Healthcare can be accessed directly from your desktop application or from Outlook. This guide first
reviews the instructions for Zoom Desktop.

Additional References:
Section 8: Instructions on Zoom via Outlook

3.1 How to log into Zoom for Healthcare from your desktop

Select the Zoom icon on your desktop to access the Zoom desktop client.

Zoom

Click “Sign In” and use your Active Directory (AD) account credentials (i.e. email address and password).
The email address connected to your AD account will end in one of the following: @gnb.ca, @horizonnb or
@vitaliténb.ca. For Extra Mural users, you will NEVER use your Extra Mural email to log into Zoom.

Note: In order to ensure that your session is protected under healthcare security, you will ALWAYS login
using your Active Directory (AD) credentials to book appointments. You will NEVER use a personal account
to log into the site.

ZO0Im

Sign In

¥
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Click “Sign in with SSO”.

In Zoom Cloud Mestings -

Sign In

or | a Sign in with 550

Type “gnb” in the Company Domain field and click “Continue”.

Note: The Company Domain will always be “gnb” regardless of your email suffix.

B Zoom Cloud Mestings -

Sign In with SSO

Company Domain

| gnb Z0OM.US

The below screen will appear in your browser window.

Sign In with SSO

Zoom should launch in a few seconds. If not, please click button below.

grersantsNDB
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Choose your active directory account from the Microsoft window that appears.

=. Microsoft

Pick an account

L @ Sgnb.ca

+ Ue anather socount

You may be asked to enter your active directory password. Enter your password and click “Sign in”.

—

Newé]\lnuveau

Brunswick

sagn in with your organizatienal account

@onb.ca

— X

Click “Yes” to continue.

B Microsoft
army.hirtle@gnb.ca
Stay signed in?

Do this to reduce the number of bmes you are asked
to sign in.

D Don’t show this again

- T
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You are now logged into Zoom and the Zoom homepage appears.

© Zoom - a X

=) L Q. Search
Home Chat Meetings Contacts

g2 52 Pl

April 8, 2020

New Meeting Join Touch base View

4:00 PM - 4:30 PM

. Hast: MacDonald, Karen (DH/MS)
19 Not a Zoom meeting

Schedule Share screen

Once you have signed in, the Zoom icon appears in your taskbar.

To pin the Zoom icon to your taskbar right-click on the Zoom icon and select “Pin to taskbar”.

Quit Zoom

Start Zoom
Pin to taskbar

Close window

1]
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4, HOW TO SCHEDULE VIRTUAL APPOINTMENTS USING
ZOOM DESKTOP

4.1 How to schedule virtual appointments using Zoom Desktop (Access
Outlook outside Citrix)

For users accessing Outlook inside of Citrix, see Section 4.2.

For users who will access the Zoom desktop application to schedule a Zoom virtual appointment and access
Outlook outside of Citrix, sign into your Zoom account. From your Zoom homepage, click on the “Schedule”
icon to open the scheduler window.

Hare Chad mone Mpptingy  Contaciy

= R
Monday, lsnuary 7, 2018
+ " T at - =y
= s

Btw Mioting - o

\l o
19 Y Add & calendar

Schibdale Share soieeh

Select your meeting settings.

Note: Some of these options might not be available if they were disabled and locked to the off position at the
account or group level.
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D Schedade meeting

Seart

Dourat

Audia

-

Meeting Insert Format Text Review

=0 [

x= IEl = | &

Delete () . Appointment Scheduling ~ Skype  Mecting
Assistant | Meeting  Notes

Actions Show Skype M... Meeting..

@ vou haven't sent this meeting invitation yet.
This appointment is next ta anather one on your calendar.

O Genewte ternatically

Help

Schedule Meeting

Topic

Ay Hitle'i foom Mapbng

Man Apal 6 2030

1 2 Feur =

Recimring meeting

Meeting 1D

Passward

Raquee merting pasivnrd

Video
Host ) On

(ot} Farticpands ﬂ On

ephone Computer Audic

Calendar

ﬂ Oartheok

Advanced Opticns -

—

Enter the patients email address in the “To” field and select “Send” to send the meeting invitation to the
patient and have the appointment added to your Outlook calendar.

Amy Hirtl

Q Tell me what you want to do

B‘{ Eﬂ :'p‘.'@ (B 22 show As: M Busy

Cancel Address Check Response

eHealth
GberSanté

To add meeting invitation to your Outlook calendar, select “Outlook” located under Calendar and click
“Schedule”.

1200 P -

30 rrenies -

Timie Zone: Stlantic Time (Canads) -

Pervonal Meetrg D T8E-005- 24017

oM

O Telephore snd Computer Audio

E it

Otheer Callemlary

pELE P Cancel

= nm Private
10 @l W

® &9 0

! High Importance

Reminder: 15 minutes - Recurrence Time Room = Categorize Add aZoom Seftings Insights  View
Invitation Book Mames Options - Zones Finder - Low Importance Meeting Templates
Attendees Options ® Tags Zoom My Templa...

Room Fin... ~

] 4 April 2020 b

. | [l
= Subject Amy Hirtlgs Zoom Meeting
39| ocation | nitps://gnb.zoom.us/i/966160100 »| [ Rooms...
Starttime | Mon 2020-04-06 [F |12:00Pm ~| O Al day event
End time Mon 2020-04-06 E 12:30PM -

Amy Hirtle is inviting you to a scheduled Zoom meeting.

Join Zoom Meeting
https://gnb.zoom.us/j/966160100

Su Mo Tu We Th Fr Sa

12 3 4
s 7 8 o [§l1

14 15 16 17 18
19 20 21 22 23 24 25
26 27 28 28 30

[]Geed [|Fair [ Poor

Show a room list:

None “

fhoacs
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4.2 How to schedule virtual appointments using Zoom desktop (Access
Outlook in Citrix)

For users who will use Zoom desktop to schedule their appointments and access Outlook through Citrix,
click “Other Calendars”. When you have finished entering the meeting information, click “Schedule”.

& Schedule meeting b4

Schedule Meeting

Topic

Amy Hirtle's Zoom Meeting

Start: Mon April 6. 2020 12:00 PM =
Duration: 0 hour - 30 minutes -

Rer.urrlng e etinig Tunie Zane: Atlantic Tamve (Canada) -
Meeting 1D
u Generste Automatically Personal Mesting 1D T98-098-0412
Password

Require meeting password

Video
Host: D On Off Participantz £ On Off
Audia
Telephone Computer Audso O Telephone and Computer Audio
dit
Calendar
Outlcok O Other Calendars

P

Advanced Options -

Department of Health Confidential Page 11 of 45
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Copy and paste the information provided in the window that appears into your Outlook calendar on the date
and time you scheduled.

@ Zoom - Schedule Mesting x |

Yousr meeting has been scheduled,
Click the button below to copy the imdtstien to chpboard

Ay Hirtle it imiting yee be o scheduled Zoom meeting.

Tepi: Arsy Hirtle's Team Meeting
Tirnas Apr 6, HI20 12200 PM ktlantic Tima [Canads)

Jzin Zoom Mesting
ttpd gt om0 §

Meeting I B4 038415

Open with default calendar [ics)

Add the patients email address in the To field and click “Send”.

H ] Virtual Care Appointment - Meeting
File Meeting Insert Farmat Text Review Help Q Tell me what you want te
x El E'Appnintmenl r‘ M Busy . 4 % Recurrence =II . @ D
L@Schedulingﬁ\mstant x 35 @Timelons ! o ’
Delete Q) - Cancel 15 minutes  ~ Categorize Add a Zoom Settings View
Invitation 8- ¢ Room Finder @ Meeting Templates
Actions Showr Attendees Options I} Taas Zoom v Temola....
ﬂ‘r'ou haven't sent this meeting invitation yet. .
This appointment conflicts with another one on your calendar. ROOI’TI F|n... v x
~
From @gnb.ca 4 April 2020 »
=1 || 1o || | SuMoTuwe T Frosa
Send | Subject |\u"\rtua\ Care Appointment | 29 S
10 11
Location |https:J‘.-’gnb.zoom.usfjf94552492494?pwd=RFpUNWNNZWVJUONKcy9PZW853V\"ZdZ1}9 v| | Rooms... | 17 18
19 20 21 22 23 24 25
start ti Tue 2020-04-14 9:00 AM All d t
arttime | Tue = | | [0 A gay even 26 27 28 20 30 1 2
Endtime |Tue 2020-04-14 [ [z30am - 304 5 6 7 8|8
= |:|Good |:|Fair .Poor
Meeting Time / Heure de réunion 945 6245 2454 show a room list
Join Meeting / Participer 3 la réunion
https://gnb.zoom.us/j/94562492494?pwd=RFpoNWNNZWWIUONkcySPZW85aVYzdz09 Choose an available room:
Meeting ID / ID de réunion: 945 6249 2454 Mone
Password / Mot de passe: 361192
One tap mobile / Une seule touche sur I'appareil mobile
B8557038985,,94502452454#, #,361192#
Canada Toll-free / Numéro gratuit
Dial by your location / Composez un numéro en fonction de votre emplacement
855 703 8585
Canada Toll-free / Numéro gratuit - Suggested times:
In Shared Folder F(‘_, Calendar - Ashley.Michaud@gnb.ca 08:00 - 08:30 Al
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The below list shows various features and options available to you when scheduling your virtual
appointment.

e Topic: Enter the patients name in the topic field.
e Start: Select a date and time for your meeting. You can start your meeting at any time before the
scheduled time.
o Duration: Choose the approximate duration of the meeting. This is only for scheduling purposes. The
meeting will not end after this length of time.
e Time Zone: By default, Zoom will use your computer's time zone.
e Video
e Host: Choose if you would like the host video on or off when joining the meeting. Even if you
choose off, the host will have the option to start their video.
e Participant: Choose if you would like the participants' videos on or off when joining the
meeting. Even if you turn off, the participants will have the option to start their video.
e Audio: Allow users to call in via Computer Audio.
e Calendar: Select a calendar service to add the meeting to and send out invites to participants.
e If you are using Outlook within Citrix, you will need to select “Other Calendar”.

Click on the arrow to view additional meeting options.

e Advanced Options:
e Mute participants on entry: If join before host is not enabled, this will mute participants as
they join the meeting. Participants can unmute themselves after joining the meeting.
e Schedule For: If you have scheduling privilege for another user, you will be able to choose
who you want to schedule for from the drop-down menu.

Note: A random unique meeting ID will be generated when your meeting is created. Record functionality is
not available due to privacy and security concerns.

Click “Schedule” located on the bottom right-hand corner to finish and open the selected calendar service
to add the meeting.

f
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4.3 Additional Zoom for Healthcare meeting features

A meeting ID will expire 30 days after the meeting is scheduled for. You can restart the same meeting ID as
many times as you would like, within the 30-day period.

Scheduled meetings can be started at any time before the scheduled time. The links will not expire or
become invalid unless it is past the 30 day period for a non-recurring meeting, has not been used for over
365 days for a recurring meeting, or has been deleted from your Zoom account. An instant meeting link will
expire as soon as the meeting is over.

4.4 How Coordinators schedule Zoom virtual appointments on behalf
of Clinicians

Coordinators can schedule virtual appointments on behalf of a Clinician using Zoom for Healthcare by
following the scheduling instructions previously identified above.

Before a Coordinator can schedule a Zoom virtual appointment on a Clinicians behalf, the Clinician needs to
set scheduling privileges for the Coordinator. Note: Both the Coordinator and the Specialist are required to
be licensed users in order to delegate scheduling privileges.

Scheduling privileges allow:

e Clinicians to assign or delegate a Coordinator to schedule meetings on their behalf.

e The Clinicians and assigned scheduler (Coordinator) must hold a Zoom license in order to set
scheduling privileges.

Note: Coordinators with Scheduled Privilege on your account can manage and act as an alternative host for
all meetings.

Clinicians can log into Zoom to set scheduling privileges to allow a Coordinator to schedule Zoom virtual
appointments on their behalf. Once logged in, click on “Settings” identified by the cog wheel in the upper
right-hand corner.

. . .

Shane E0fiE
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The settings menu appears. Under the General tab, click on “View More Settings” located at the bottom of

the screen.
- Settings .
Start Zoom when | start Windows
Video & Vhen dosed, minimize window to the notification area instead of the task bar
|
@ Audio | U cual mgnlgrs

Erter full screen automatically when starting or jomning a mesting
O Share Screen Automatically copy imvitation URL once the meeting starts
0 chat Ask me to confirm when | leave a meeting

Show my connected time
B Wirtual Background

Ramind me | 5 » | ranutes before my upooming meetings
Recording Stop my video and audio when my display is off or screen saver begins
B Profile Reaction Skin Tene

) statistics 5: e " ‘ ‘

(D keyboard shorteuts

ﬂ Accessibility

View More Settings [

A browser window opens directing you to the additional Settings menu. Click “Other” from the menu on the
left.

Department of Health Confidential Page 15 of 45
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m SOLAUTIONS - PLANS & PRICIMNG COMTALCT SALES SCHEDWULE A MEETING
Profile Meeting Recording Telephone
Bdoetings
vl biasig Scheduln Mesting
Webinars
In Meeting {Basic)
Recoidings Host video
In Mecting (Advanced) i X . G
Start meetings with host video on
El -
ficcount Profile Cither Participants videa ‘}
Seart meetings with particinent vides on, Participanls cin change
Reparts e this during the meeting
Audio Type
Dietenmine: how participants can join the audio portion of the
Artend Live Trairang meseting. ¥When joining sudio, you can ket them choose to use their
computer microphone/spesker or use 3 belephane. You can alo
Widen Tutorials limit them to just one of those audio types. B you have Jed party
audia enabled, you can require that ol participants follow the
Knowicdge Base instrctions you provide for using non-Zoom sudio.

0 Telephone and Computer Awdio

Telepharns
Computer Audic
Join before host [ ]
Al ik fics i i hi BT
Scroll to the “Schedule Privilege” section.
ZO0IT)  sownos-  muscenonc  commactsas BCHEDULE A MEETING

U L UYL WA e Gl ST e I AT YT WLAP TLAR WAL LU
attendees will neceive conbent in to edit

Schaedule Meuting

I Mesting [Rask) Choose emai in language to edit | English w|
Send me 3 preview ervaill

In Meating [Adwanced)

Emall Hatification
Schedule Privilege

Cther

Yo €an asshgr users in your sccount bo schidule mestings on your
Behall, You can s scheduls mestings on bebull of someons thal Fus

awsdgned vou scheduling privilege. You and the asigned wcheduler
/ sk b on & Pakd plah within the same acoount.
4 Agiign scheduling prrdlege o+

Mo ane

1 can schedibe for
M ane
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Click the + sign next to “Assign scheduling privilege to”.

grersaniNB

Schedule Privilege

No one

| can schedule for

You can assign users in your account to schedule meetings on your behaif. You
can also schedule meetings on behalf of someone that has assigned you
scheduling privilege. You and the assigned scheduler must be on a Paid plan
within the sarme account.

Assign scheduling privilege to /

Enter the Coordinators email address in the window and click “Assign”.

Assign scheduling privilege -

example: sales.ea@company.com,marketing. ea@company.com /

’L

Enter the email addresses of those who can schedule meetings on your behalf,
Use a comma to separate multiple email addresses.

Department of Health

Confidential

Page 17 of 45



A ¢Health
Britinswick orasntNB

Note: If the Coordinator was assigned successfully, they will appear under Assign Scheduling Privilege to.
However, they will need to sign out of the Zoom desktop client and sign in again before they can schedule on
a Specialists behalf.

Schedule Privilege

You can assign users in your account to schedule meetings on your behalf, You
can also schedule meetings on behalf of someone th nLI*cf.aif-gn*-cc you
scheduling privilege. You and the assigned scheduler must be on a Pald plan
within the same account.

Assign scheduling privilege to <+
I Max X /

| can schedule for

If scheduling privilege cannot be assigned because the Coordinator is not on your account or is not a
licensed user, you will receive an error message similar to the ones below.

o
Assign scheduling privilege -

molly@testemnail.com

o

Enter the email addresses of those who can schedule meetings on your behalf,
Use a comma to separate multiple email addresses.

AN

Can't find user molly@testernail.com.
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Assign scheduling privilege

Enter the emall addresses of those who can schedule meetings on your
behalf. Use a comma to separate multiple email addresses.

User rmust be a licensed or On-Prem user.

5. HOW TO RESCHEDULE OR CANCEL ZOOM FOR
HEALTHCARE VIRTUAL APPOINTMENTS

5.1 How to reschedule or cancel Zoom for Healthcare appointments
(Access Outlook outside Citrix)

For users accessing Outlook inside of Citrix, see Section 5.2.

If you use Outlook outside of Citrix and you need to change a scheduled appointment time or date, you will
have to update the meeting in your Zoom Desktop application first, then update your Outlook calendar.

Open the Zoom desktop client (from your toolbar or desktop)

Click Meetings to open the Meetings window.

Select the meeting you want to update.

Click Edit.

Update the Meeting information.

Click Save. The updated meeing information will be copied to your Outlook calendar.
Click Send Update to send an update to the meeting attendees

No o=
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- 7:00 PM - 8:00 PM | Starts in 9 minutes

Meeting ID: 990-3217-0490

— - Host: °\
V-lrtual Meeting / Rendez-vous m fa Copy Invitation # Edit
virtuel
7 Y X Delete

H

Meeting ID: 930-5217-0490
Show Meeting Invitation

@ -

Virtual Meeting / Rendez-vous virtuel -

Mesting

[UESTEM nset FormatTet  Review  Help @ Tell me what you want to do

2 Zoom — O | Edit Meeting
) [ . .
Home Meetings  Contacts @) Sz Edlt Meetlng -
c Upcoming Recorded ® Topic .
. . | Virtual Meeting / Rendez-vous virtuel
Virtual Meeting / Rendez-vous ’
virtuel o Start: |Wed April 22. 2020 | [o700Pm = ‘
Duration: 1 hour v | Ominute vl —

Recurring meeting

e Zone: Atlantic Time,

() Telephone () Computer Audio © Telephone and Computer Audio

Dialin from Canada Edit

Calendar

© Outlook ") Other Calendars

Advanced Ountions

B o
B‘( = [T Appointment (‘e-\El Eﬂ D EE Zmesy 0¥ Recumrence \D . @ D
8 9 Scheduling Assistant 2 & Time Zones
Cancel . . . Skype  Meeting Conta:t None . - Tags Insights ~ Add a Zoom Settings ~ View
Meeting ~  :s Tracking ~ Meefing | MNotes | Attendees - &1 ™ ¢ Roem Finder Meeting Templates
Actions Shows Skype M... Meeting... Aftendees Options & Zoom My Templa.. A
) o responses have been received for this meeting.
~ To...
= : : ;
Subject  [Wirtual Meeting / Rendez-vous virtuel
send
Update | Location | httpsi//gr m.us/j/890521 P C2I4TVREWH TlqUTOS | | rRooms...
Starttime | Wed 2020-04-22 [ [7:00m | | atlantic Time (canada) | [ All day event
Endtime | Wed 2020-04-22 FE [s00pm «| | Atiantic Time (Canada) -
Join Meeting / Participer au rendez-vous
https://gnb.zoom.us/|/990521704907 pwd=ZnVLczIATVRtWHd1SIVzRnZMTIlgUTOS

Adding Attendees to Zoom appointments

If you only need to add attendees to a scheduled appointment, you can add the attendees and update the
meeting in your Outlook calendar. There is no need to update the meeting in the Zoom Desktop application.

To add attendees from your Outlook calendar, simply double click the appointment you would like to update.

“ i [ (PRI ———
— = - ¥ - -
- S @ B W meess O QMRS O8I0
:u—.w : Tancing = Fraiipen Mt - £) epaoas Gptrn = e e B ™™ & taringann L:::Lﬂm R
| = e Tge. M renen Oyt b nem iy B
i‘]-. TLERLP St R Ot i e e Room Fin... ©
; [ P
s | 1o [FRERA——— e oV
| o TR B owwm - or s 2
ki ST DK =TT il ok -
ood [ter W
Z00m -
oot
e
s 1
Ay Hirlbe i lervifieeg yow B 0 wheduled fooe meating
Join Zoom Meeting
Meating Lt i, P zoomm AT AT
Wewteg 0 457 358 137 S
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Add attendees and click “Send Update” to send the updated meeting notification to the patient or
attendees. There is no need to update the Zoom link in the email, as it carries onto the newly scheduled
date.

5.2 How to reschedule or cancel Zoom for Healthcare appointments
(Access Outlook inside Citrix)

If you use Outlook in Citrix, you will first need to update the meeting in the Zoom desktop application. You
will then update the meeting invitation in your Outlook calendar in Citrix and send a new email to the

participant.
Updating an Existing Zoom Meeting (Date & Cancelling an Existing Zoom Meeting
Time) 10. Select the meeting you want to delete and
1. Open the Zoom desktop client. Click Delete.
2. Click Meetings. 11. A Delete Meeting window will open to confirm
3. Select the Meeting to update. the action. Click Yes.
4. Click Edit. 12. In your scheduling tool (in this example
5. Update the meeting information Outlook) find the original invitation and click
' p 9 ' Cancel Meeting and Send Cancellation to
6. Click Save. send a cancellation email to the meeting
7. Click Copy Invitation. invitees.
8. In your scheduling tool (in this example
Outlook) find the original invitation, update the
Date & Time. Right click in the body of the
email and select Paste to paste the updated
meeting invitation.
9. Click Send Update to send an update to the
meeting invitees.
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it O > R “es | Edit Meeting

L) U caming Recorded Tl:lpk )
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irtual Appointmen ;
Wed, Ape 22 C
Rendez-vous virtuel b et

Virtual AppointmentS Rendez-vous

wir 13200 - 1400
1 Computer Audo 10 Teshone and Compuber Auden
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5.3 How to recover deleted Zoom for Healthcare virtual appointments

You can recover deleted meetings for up to one week after it was deleted. If you recover a meeting,
invitations, links, and meeting IDs sent prior to deletion will still work.

To recover deleted meetings, click the Settings cog wheel located at the top right-hand of your screen.

ey Crat
o '
Rt Abeing Jown
e i
Lrhedube Share sorees

The settings menu appears. Under the General tab, click on “View More Settings” located at the bottom of
the screen.

o Settings F
m Start Zoom when | start Windows
Wideo When dosed, menemize waindow to the notification aréa mslead of the task bar

%, duial mgndgrs
N audis e dual mondors

=

Enter full screen atomatically when startng or joming a meetng
Share Screen Automatically copy invitation URL once the meeting starts

chat Azk me 1o conferm when | leave a meeting

(8

" Show my connectied timie
: | Wirtual Background
; Remind me | 3 * | manubes before my upcoming meetings

N
=

Q000

Recording Stop my video and audio when my display is off or screen saver begins

Profie Reaction Skin Tene
Statistics £ : ‘ ‘ ‘
Keyboard Shortouts

Accessibility
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A browser window opens directing you to the additional Settings menu. Click “Meetings” from the menu on
the left and “Recently Deleted” on the right.

RECUEST A DEMO

SALES SCHMEDULE AMEETING  JOINAMEETING  HOST A MEETING =

Profile Upcoming Meetings Previous Meetings Personal Meeting Room Meeting Templates W Get Training

Schedube 1 New Mesting

Webinars.
Recordings
Staet Thme = Topkc Mesting 10

Settings

Aceount Profile The user does not have any upcoming meetings.
To schedule a new meeting click Schedule a Meeting.

Reports

Click “Recover* for the meeting you would like to remove from the trash can.

REQUESTADEMO  18BR799.8B54 RESOURCES v  SUPPORT

ZOOIM  sownows~  PLANSSPRICNG  CONTACTSALES SCHEDULEAMEETING  JOINAMEETING  HOST A MEETING ~
Profile Upcoming Meetings - Recently Deleted
Webinars Below meetings will be permanently deleted after 7 days.
Recordings
Delete All
Settings

Account Profile Taplc = Meeting 1D Start Time = Auta Delete In + \

Reports Marie-Claude Landry's Zoom Meeting Wed, Apr 8 1Day Delete

01:30 PM

Marie-Claude Landry's Zoom Meeting Fii, Apr 10 3 Days Recover Dalate
10:00 AM

Note: If you permanently deleted a meeting from the trash can or it has been over a week since you deleted
your meeting, it cannot be recovered and a new meeting needs to be scheduled.
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6. HOW TO VIEW SCHEDULED ZOOM FOR HEALTHCARE
VIRTUAL APPPOINTMENTS

To view your scheduled appointments, click on the “Meetings” tab from the Zoom desktop homepage.

L]
4] ¥ - i Semch “h
Homy Chat Fhone Mertingn  Centmti

-

4]
o
P Bty - Hyr
Thare firees
To view, start, edit or delete scheduled meetings, click “Upcoming”.
: L o .
Hamr Chat Moo Meelng: Coantach i ;E
/ | Lee Sheng Shun's Zoom Meeting
586-981-6226
hiy Parignal hpetng 10 (Pra) Regarning

Mgty 10 152-030-107

Harit Gt Maisrm

Lew Shﬂbg Shun's Zoom lli-ﬂ.ing
% Copy eatation # b K Dwlete

ity 0 152-838-107

Lew Sheng Shun's Zoom Meeting
ipptang 0 B34 ITE

Lew Sheng Shun's Doom Mesting
Wity 0 J4-408144

Lee Sheng Shisn's Doom Meeting
lpbemsy D BEI-433-E21
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You can click the following options after selecting a scheduled meeting in the left-side panel:

e Add |con ' : Schedule a new meeting.
o Refresh icon : Refresh the meeting list if you don't see your scheduled meeting.
e Start: Start the scheduled meeting that you have selected in your upcoming meetings.

e Copy Invitation: Copy the scheduled meeting's invitation text, allowing you to manually paste into an
email, instant messenger etc. Click Show Meeting Invitation if you want to view the invitation you're
copying.

o Edit: Edit the meeting options for your scheduled meeting.

o Delete: Permanently delete your scheduled meeting.
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7. HOW TO JOIN/CONDUCT ZOOM FOR HEALTHCARE
VIRTUAL APPOINTMENTS

There are 2 ways to join a Zoom for Healthcare meeting:
e If you use Outlook outside of Citrix, you can join/conduct a meeting from your Outlook calendar (see
Step 1 below) or from your Zoom Desktop application (see Step 2 below).

e If you use Outlook inside Citrix, you will ALWAYS join/conduct a meeting using the Zoom Desktop
application (see Step 2 below).

1) Open your Outlook calendar, select the meeting and click the Zoom meeting link.

ey Mt b Invifing w0 1 & cotadaiod 2eom mosling

Join Zoom Meeting /

:I.- :.Lf'k ‘J.Iu_ah..u.l.l.-.z‘_u.ld-_l- S
' o
2) Log in to your Zoom account from your desktop and click “Meetings”.
o
O Add & calendar
Scheduie Share soreen
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runswic

Under the Upcoming tab, select the meeting you want to start and click “Start”.

Upsomeng ]
/ Grant Maclaren's Zoom Meeting
586-981-6226

I PR N 1D (P

00 Bl = Qa0 e
Mgetng D: 311-853-457

ML Gaat RASCLBrEn

& Copy lmwitation # L ¥ Debete

Once a connection is established, you are directed to the Zoom application. From here, click “Open Zoom”
or you can select “click here” to launch your virtual appointment.

Note: This window no longer appears after you have successfully logged in the first time.

Please click Open Zoom Meetings if you see the system dialog.

/ o
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To join the virtual appointment with your device audio, select “Join with Computer Audio”.

Note: If you do not see the Zoom meeting screen, minimize any additional meeting windows.

Mlecting Tepic
Hort:

aination URL: g I Chooss DM of e wades confmence sgomoes

Farticipam 1D:

he systemn dialog

Once you have selected this, you can be immediately heard. If you are the first participant, “Mute” your
microphone. To begin the session, unmute and select “Start Video”.

To begin the virtual appointment, select “Start Video” from the bottom panel of your screen.

Mhpeting Topht Chen vietusl sk
Hoat o #5100 1 361 o 1O 19 70 15 340 id T e bl sotelerred ooemy

Irvitationn WRL Fmpitiecendopnlan sodsn 1) CIRSAASE

Participant 1D

= @
_T"/

Provided the patient you are connecting to has video capabilities, you are now connected via video
conferencing.
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Additional Features:

e Discontinue Video: To discontinue use of the video conference feature, select “Stop Video”. This
does not end your session but will simply remove the ability for the patient to view you on video. You
will still be audible to them.

at ' [+ . @

Start Video Invite Participants Share Screen Chat Record

Mute: You can mute your side of the conversation by selecting “Mute” on the bottom left hand side
of the panel.

L A~ m A ar &'

Unmute Start Video Inwite Manage Participants  Share Soreen

Note: You will notice Record and Chat features that are available in the Zoom application. Due to
privacy and security concerns, these features are not to be used.

e Security: A Security icon may appear at the bottom of your screen. As best practice, it is
recommended to “Lock Meeting” when meeting with a client.

Lock Meeting

~  Enable waiting room

Allow participants to:
+ Share Screen
+ Chat

+ Rename Themselves

- % i [ [ 1 (-]

Stop Video Manage Participants Share Screen Reactions

7.1 How to leave or end a Zoom for Healthcare virtual appointment

To leave the virtual meeting, click “End Meeting” located at the bottom right hand corner of the screen.

L A~ m A ar &'

Unmute Start Video Inwite Manage Participants  Share Soreen
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The below prompt appears on your screen to confirm you wish to leave the session. Click “Leave Meeting”
again to exit the virtual appointment. It is important to complete this step when ending the meeting to ensure
conversations are not overheard for patient confidentiality.

Note: The meeting host also has the option to end the meeting for all attendees by clicking “End Meeting
for All” under “End Meeting”.

Participant ID:

&) End Meeting or Leave Meeting? X

To keep this meeting running, please assign a Host.

DR LR TR | Leave Meeting | | Cancel |

Join Audio Share Screen Invite Others

Computer Audio Connected
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8. HOW TO SCHEDULE ZOOM FOR HEALTHCARE VIRTUAL
APPOINTMENTS USING OUTLOOK (ACCESS OUTLOOK
OUTSIDE CITRIX)

Note: If you are using Outlook from within Citrix, you will ALWAYS schedule and launch meetings from the
Zoom desktop application. Please ignore this section.

Using Outlook Desktop Client

To schedule a Zoom virtual appointment using Outlook, open your calendar and click on “New Meeting”.

This opens the meeting scheduler. Enter the patients email address, type “Patient visit” or “Virtual visit” in
the Subject field and click the “Add a Zoom Meeting” icon.

[— Hap & Tl e sl i sl b e

{ e - T - — i
x=ElE @8 REHLO s—e - O G B ®& I D
== - - hErEtand vy il e
Deiriv x Appaisinen hodubeg  Sope  Mestieg  Cewcd AdBen Chik Beponse CTem——— [ Buraece Tove Bagen  Crirgosicr H A&dd'n fowm TefingE  oiphh LC)
Mgwdaei Mg Mobe  Isdirien  Book  Mame Opfion - Tarers | Fraiy ' # Livss Iparunog (LR e
Baliifn Thia T T TP i Drlure & s EE iy T
i s g [ T
i 4 A oo ] -
§ o B g
*| [ Beom B ]
e e DL IO el aad = . _I i_ _:. I':l:_
. ST 3 T s - R
]
N L

Using Outlook Online and the Zoom Add-On

To schedule a Zoom virtual appointment using Outlook Online, open your calendar and click on “New
Event”.
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This opens the meeting scheduler. Enter the patients email address, type “Patient visit” or “Virtual care
appointment” in the Subject field and click the - to open the “Zoom” menu and click “Add a Zoom
Meeting”.

B> Send [i] Discard [ Scheduling Assistant [ Busy ~ [E] Response options e

© zZoom Zoom

e Virtual Care Appointment ) Insights Add 2 Zoom Meeting

B Get Add-ins 5} Settings

©  2020-04-14 B 1600AM v to 1030AM v @ Aldy(® ) i1

2 x Optional

If you are not currently signed into Zoom, you will be directed to log in. Use the scroll bar to scroll down and
click “Sign in with SSO”.

Zeom-Zoom Schedule Mesting add-= x
A
Slgn In Zoom.us v
Emneil
Password
Keep me signed in Forgot password?

Dot hawe an acoount? Sign Up

ar

a Sigm in with 550 w

/

Type “gnb” in the company domain field and click “Continue”.

Zoom-Zoom Schedule Meeting add-ir
Back

Sign In with SSO

Enter vour company domain

] anb | Zoom.us

I don't know the company domain \
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The below prompt will appear. Type your email address (your active directory email) and click “Next”.

Zoom-Zoom Schedule Meeting add-in x

¥ Microsoft
Sign in

amy.hirtle@gnb.ca

Can't access your account?

Sign-in options
~

Enter your current active directory password and click “Sign in”.

Note: Anytime you update your active directory password, it will sync with the Zoom application automatically
and the new password can be used to log in.

ew.“~2Nouveau
Briinswick

Sign in with your organizational account

amy.hirtle@gnb.ca

| LI LR LR L]
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To reduce the number of times you are asked to sign in, select “Don’t show this again” and select “Yes”.

Zoom-Zoom Schedule Meeting add-in =

BE Microsoft
amy.hirtle@gnb.ca
Stay signed in?

Do this to reduce the number of times you are
asked to sign in.

. Daon't show this again /‘
v

A window will briefly appear advising you are now signed in and the Zoom link is added to the body of the
email.
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Deme =, . AppoiNimeSl Schedelng  Sge  Meming Cencd  Addies Oherk Besponse Apmindar |15 rmctan - SECUERCE T BS0M|  Cmsgaiie & L Al a Zoiw Seftings  Mdghls View
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Join Zoom Meeting /
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To select your desired settings for the scheduled meeting click the “Settings” cog icon next to the Zoom
meeting icon.
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The settings menu will appear for you configure the meeting. To select advanced Zoom meeting options,
click “Show” under Advanced Options.

Zoom
= - Audio
. s Tedephon
Meeting ID o
Computer Auda
§ Geesraled D 117-TH0-179

@ Telephone and Computer Audio
Pestisnal Mseting 1D (PM) T98-008-5412

Dial from
Password S S
Resgunig et patiwond
_ Advanced Options
Video
b4
Partcipant - l Qn Sigred wn a5 Amy Hirthe Sagn Ot
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The below menu will appear. Make the necessary changes and click “Update”.

Zoom

-

Advanced Options

< :

Recurring meet r-;
Mote: Enable this option when you select
Ricufrence”

Erable join before host | 5 minutes
before start time

Mute participants upan entry

' | Enable waiting room

Only authenticated wusers can joan

Insert Zoom meeting mitation abave
exishing text

Select a language for meeting invitation:

English w

Hide

Signed in & Amy Hirtle Sign Out

eHealth
CyberSanté

A confirmation message will appear notifying you that the Zoom settings you selected have been saved.

foom -\
3 )
Meeting 1D

& Generated ID 117-T20-2T9

Parsonal Masting 1D (PRI} TDE-09E-3412

Password

Reguire meeting password /

Video

| Motification

You can now save or send oul invites to
Thus Cabenclar ewent The joon link ard
maeting irvitation have been added to vl

this event

NB
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Select “Send” to send the Zoom virtual meeting invite to the attendee(s).
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This is a sample of the email notification the patient will receive. The Patient(s) will simply click on the Zoom
link to enter the virtual appointment on the scheduled date and time.
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8.1 How to make an existing Outlook meeting a Zoom for Healthcare

virtual appointment

To add a Zoom meeting to an existing event, open the existing event in your Outlook calendar. Select “Add
a Zoom Meeting” to update the event to a Zoom meeting.
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The Zoom meeting link populates in the body of the existing meeting. Click “Send Update” to re-send the
appointment containing the new Zoom link to all attendee(s).
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9. SUPPORT AND DOCUMENTATION
9.2 Zoom for Healthcare Support

Zoom offers a wide range of support features: videos, webinars, FAQs, email or live support, and search
help capabilities.

You can find Zoom support tools here: https://support.zoom.us/hc/en-us

zoom Help Center SALES PLANS JOIN A MEETING Sign in

Popular Topics

e ] = % ®

Getting Started Audio, Video, Sharing Meetings & Webinars Zoom Phone Account & Admin
==
By = ey
i = &)
——1
Zoom Rooms H.323/5IP Messaging Integration On-Premise

One Minute Video Introductions  show All Videos

¢ cem

Join A Meeting Record a Meeting Joining & Configuring Audio & Video Scheduling a Meeting with Zoom
Website

Get Help

Zoom Cloud Status @ Live Training @ Contact Support ® Help

Internal Zoom for Healthcare Support — Provincial Service Desk 1-844-354-4357 or service@snb.ca

9.2 Additional support

Device Support — For device support, continue to contact your current provider (GNB Service Desk or
Provincial Service Desk)

Webcam/Headset Support — GNB Service Desk is available for initial troubleshooting with user and will
identify if and when Provincial Service Desk support is required.
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10. PRIVACY AND SECURITY

Virtual Care Minimum Privacy and Security Guidelines

Virtual care provided through a videoconferencing tool, such as Zoom for Healthcare, ' involves the
collection, use and/or disclosure of personal health information (PHI). This guidance document defines
minimum privacy and security requirements that must be followed when providing virtual care.

Healthcare providers are responsible at all times for the following:

e understanding and complying with requirements under the Personal Health Information Privacy and
Access Act (PHIPAA), the Right to Information and Protection of Privacy Act (RTIPPA), as well as
any applicable college, association or regulatory requirements specific to the provider’s profession;
and

e continuing to meet the professional and ethical requirements that apply to in-person delivery of care.

Virtual Care Client Initial Considerations

o Consider the client and exercise professional judgment to decide whether they are a candidate for
virtual care, including, for example, whether the client has the required technology (e.g., computer,
mobile device), and is able to use it.

o Document the decision about whether to use virtual care in the client’s health record.

Technology considerations

e Ensure that the device you are using to conduct virtual care meetings with your client meets
minimum security requirements.

e The Government of New Brunswick is providing Zoom for Healthcare as a videoconferencing tool to
support the urgent need for virtual care due to the COVID-19 crisis. Zoom for Healthcare is easy to
use, reliable, and provides a healthcare-specific option. Recently, Zoom for Healthcare has been
highlighted in the media, and we want to assure you that we have investigated it cautiously. Bearing
in mind the potential risks that arise with any videoconferencing solution, we have carefully
considered and are comfortable with the measures included in the healthcare-specific version of
Zoom for Healthcare to protect user privacy. We will also continue to monitor for privacy and security
issues on an ongoing basis.

Pre-session

o Offer virtual care as a new option for the patient, briefly explain how it works, and discuss any
questions or concerns with the client.

e Obtain informed verbal consent from the client (or their substitute decision-maker, if applicable) for
the use of videoconferencing for virtual care:

e Have a back-up plan in case of a crisis situation (e.g., emergency contact information, safety plan,
Crisis Line, directions to the nearest ER, etc.), and be prepared in case the virtual care session is
interrupted.

¢ Remember that requirements for privacy and confidentiality continue to apply to virtual care and be
sure to hold virtual care sessions in an environment that is professional and private.

" These requirements apply to Zoom for Healthcare or any other videoconferencing tool used for virtual care.
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Scheduling a Session

e Limit the amount of personal information used when scheduling a meeting to the least amount
required; do not include any PHI in a scheduling tool, email or other notification sent to the client.

e Never use a personal meeting ID or equivalent permanent identifier as this creates a risk that an
unauthorized person could access the session.?

e Ensure that the “waiting room”, or equivalent functionality that requires you to admit each participant,
is turned on for every session you schedule.?

e Never share meeting IDs, passwords, or any other information about your session on social media.

At the start of each care virtual care session

¢ Confirm the client’s identity following your standard practices for confirming identity at an in-person
visit.

e Ask about the client’s location and confirm that the session will not be overseen or overheard by
anyone without the client’s authorization.

e If other individuals are in attendance, confirm the identity of those individuals and obtain the client’s
consent for their participation in the virtual care session, and be sure to document this information in
the client’s record.

e Do not record the session. This feature should have been disabled within the videoconferencing tool
by your account administrator, you must not use any recording functionality that may be available to
you.

e Confirm that the client is not recording the session, either within the videoconferencing tool, or by
some other means (e.g., mobile phone, voice recorder, etc.)

Privacy and Security Incidents

e Follow your existing policies and procedures for reporting any privacy or security incidents that may
occur when providing virtual care.

2 For example, each Zoom for Healthcare user is assigned a personal meeting ID, which functions as a
permanent meeting room that is always accessible using the same meeting ID and link. Never use your
personal meeting ID to schedule a virtual care session.

3 For more information about Zoom waiting rooms, see: Zoom, Secure Your Meetings with Zoom Waiting
Rooms, Feb. 14, 2020.
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11.
11.1

APPENDIX
Virtual Visit Guide for Patients

A guick guide to your virtual appointment
Wirtual appaintments are like regular appointments. The only difference is that you can ses

and talk ta yaur haalth care provider from the convenience of your hame.

To begin, you need an internet connection, email account, and a2 computer {with & webcam,
speaker, and micropghane} or a mobike devioe (tabket ar smart phaneaj.

1} Receive your emailfvest invitation
1| Chetk device requirements, then run a video and audio test

11 Join youwr wirtual appointment

+}+| Befiore your Virtual Appointment

Wour ernail irmvitation oontsins:

=  The date and time For yowryirtual

appaintrnent Device Regquirements for Zoam for Healthcare
= Alink ta do a test run Decktop Client
= i link ta join your virtual sisit Device Reguirements for Mobile dewices

+  f link to aco=ss help nformation Jain a Test Mesting

lain your Virtual Appointrmeant Getting Started with 2 5

Healthanre
n & computer Uie he Googe Chnem e walk

B

Ot a mobdile dados: doorlcad e Jeam aep em ha
Geaga Play ena o Apple Agp Shena

You will be placed in a virtual ‘waiting raom

until the healtheare pravider is reacky B0 meet. Jein Tooem Masting
el S = A T S R F R E L)

When wsing a smart-phone ar tablet, make
sure itis fully charged and conmected o Wi-Fi _=
to avaid data charges.

Think About Privacy and Security

= [nsure that your locatian B peate and that yvour appaintmeent will not be averssen ar overbaard
by unautharizesd participants.

= feaid using & public Wi-Fi connection.

# Do not repard the sesion.

= MNevar shiare savgian 1Ds, passwards, insitatian inks or ary ather information about your seLsion
an sogal mesdia or elsewhere.
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11.2 Email Invitation Template to Patients

Health Care Providers may choose to use this template when they send virtual visit appointment invitations
to their patients. Copy and paste the following text into an email. Enter the relevant information in the fields
below labelled in

SUBJECT LINE: Virtual Appointment with

EMAIL BODY:

We want to respect and protect the confidentiality and privacy of this meeting, and respectfully ask that you
do not share, forward, or post on social media your Virtual Care meeting link and/or ID.

Try the Test Meeting in advance to check your Audio and Video settings and ensure your virtual visit is
successful.

What do you need?
e Smartphone/Tablet & free Zoom app (download from Google Play or Apple App Store) or
Computer/Laptop (with webcam/microphone) & Internet Browser
e High-speed Internet or 4G LTE connection
*IMPORTANT: You are responsible for any charges related to your internet data usage. If you are
using data on a mobile device (instead of a wireless
WI-Fi” connection) be aware that video streams can require significant data.

To help you prepare for your virtual visit and to ensure you receive the best care, we highly recommend that
you carefully read the document(s) attached to this email:

1) Virtual Visit Guide for Patients

2) Verbal Consent Guidelines

If you need to reschedule your virtual appointment, please contact our office as soon as possible:

If you are having difficulty joining, please call <Add the practitioners phone number> and/or access the
online resources found in the Zoom Help Centre; Zoom Video Tutorials and Live Training.

PRIVACY AND SECURITY STATEMENT — This email might contain some personal information which will be only used to facilitate
scheduling my Virtual Appointment. Although safeguards and best practices were put in place to protect the security of my personal
health information, no electronic system is completely secure and must be used with a secure internet connection, in a private location.

CONFIDENTIALITY NOTICE - The information contained in this e-mail may be confidential, privileged, or otherwise protected from
disclosure. It is intended only for the use of the authorized individual(s) as indicated in the email message. Any unauthorized viewing,
disclosure, copying, distribution or taking of any action based on the contents of this material is strictly prohibited. If you have received
this e-mail in error, please notify the sender as a courtesy and delete the email and its attachments immediately. Thank you for your
cooperation.
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11.3 Verbal Consent Guidelines: Client

Health Care Providers should outline and explain the consent guidelines to their clients as a
means of verbal consent. Once verbal consent is confirmed, update the client record to reflect the
consent from the client to be provided virtual care through the use of Zoom for Healthcare.

Client consent:

The client consents to the use of videoconferencing (Zoom for Healthcare) as a means of
electronic virtual care so that they can continue to receive care from their provider. The client
understands and agrees to the following:

My provider may need to use my personal information to facilitate virtual care, including
such things as my name, email address, and telephone number.

Although my provider will ensure safeguards and best practices are put in place to protect
the security of my personal health information, | recognize that no electronic system is
completely secure.

| am responsible for ensuring that any devices | use to participate in virtual care are secure,
that | have a secure internet connection, and that | am in a private location.

I will work with my provider to ensure a back-up plan in case of emergency or if virtual care
is interrupted.

| will not record virtual care session.

If | wish to withdraw my consent, | can do so by communicating this to my provider at any
time.
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