
Agreement

For the Clarification of the Terms and Conditions for the use of

Certificates for Access to the SNB Network
The following Agreement is between Service New Brunswick (SNB) and (Vendor’s Name)                                          (''Vendor'') for the purpose of providing a network certificate (''Certificate'') to the Vendor to permit access to the SNB network for the purpose of integration connection between EMRs and Rhapsody Integration to and from the eHealth Platform.
This Agreement remains valid until superseded by a revised agreement mutually endorsed by both SNB and the Vendor or the Agreement is cancelled by either party under the conditions stated herein.  

This Agreement outlines the parameters of the terms and conditions for the utilization of a Certificate articulated in this document as they are mutually understood by SNB and the Vendor.  
Purpose

In providing a Certificate to a Vendor, SNB and the Vendor:

· Acknowledge that it is necessary to issue a Certificate due to the required authorizations and the nature of the information being collected 

· Shall use this Certificate to communicate in a secure manner, while conducting delegated (Vendor) duties and responsibilities.  

· Guarantee that, to the best of their knowledge, all certification information is both true and complete.

· Understands that the certificate system has been secured to a medium level of assurance and thus should only be used in conjunction with data which has Medium, Low or Unclassified classification levels.

Medium Information Sensitivity 

This is information that is sensitive within the government and is available only to a specific function, group or role. Disclosure of this information could reasonably be expected to cause serious personal or enterprise injury, including any combination of:
· loss of competitive advantage, 

· loss of confidence in the government program, 
· significant financial loss, 

· legal action, or 

· damage to partnerships, relationships and reputations.
· compromise of personal medical or health information

· information on a completed tax return form

· information describing personal finances

· eligibility information for social benefits

· disclosure of trade secrets or intellectual property
Examples:

· compromise of personal medical or health information
· information on a completed tax return form

· information describing personal finances

· eligibility information for social benefits

· disclosure of trade secrets or intellectual property
The Vendor will:

For PROTECTION OF CERTIFICATES

· Never divulge the Certificate.
· Use all reasonable measures to prevent loss, theft, disclosure, modification or unauthorized use of the Certificate. 

As ACCEPTANCE of its role
· Use the Certificate for the official use of communicating with SNB.
· NOT use the Certificate for any purpose other than those approved by SNB.
· Never use the Certificate to enable the issuance of new certificates or information concerning Certificate validity.

· Only use systems which use the Certificate for authentication to transmit data with a maximum sensitivity level of Medium.
· Agree to not tamper, share, alter, destroy, modify, reverse engineer, decompile, or abuse the Certificate in any way.
DEACTIVATION OF  CERTIFICATES
The Vendor must request the immediate revocation of its Certificate when:

· It suspects or knows of a compromise of its Certificate.
· It no longer requires the use of its Certificate.
It is understood that the central security server software automatically checks the status of the Certificate at connectivity and verifies its status.

The Vendor acknowledges that SNB may revoke the Certificate at their sole discretion under the following conditions:

· There is a suspicion of or an actual compromise of the Vendor’s Certificate.

· The Vendor fails to comply with its obligations.

· A hardware or software technology breach is discovered that requires the Certificate to be replaced or reactivated.
· Inappropriate use is detected with the Certificate.

Previous subscribers recognize that they can request a new Certificate in the event that SNB revokes their original certificate.
LIFETIME OF CERTIFICATES 
A Certificate will be issued for a maximum of 5 years. The Vendor can request a renewal following the end of the 5 year term. 
The Certificate can be revoked for the reasons stated herein prior to the end of the 5 year term. 
SNB reserves the right to alter the standard lifetime of certificates at any time as it migrates to new technologies and reevaluates the use of issued certificates. 
AVAILABILITY

The subscriber acknowledges that SNB does not warrant or represent 100% availability of connectivity.  Events such as system maintenance and repairs, or problems outside the reasonable control of SNB will impact availability.

CERTIFICATE POLICY

The policies, as stated within this agreement, that apply to the Vendor's use of and reliance on this Certificate may be amended from time to time and the Vendor will be notified of those amendments.

These Terms and Conditions govern the Vendors' use of the Certificate and constitute a legally binding contract between the Vendor and SNB.

The Vendor hereby acknowledges and accepts the Terms and Conditions contained herein by signing below.

This Agreement may be executed in one or more counterparts, each of which shall be deemed to be an original and all of which, when taken together, shall be deemed to be one and the same agreement or document. A signed copy of this Agreement transmitted by facsimile, email or other means of electronic transmission shall be deemed to have the same legal effect as delivery of an original executed copy of this Agreement for all purposes.

Signatures:

SERVICE NEW BRUNSWICK




 (Vendor name)
_________________________



__________________________

Dawn O’Donnell






Director PHAS

_________________________



__________________________

Date






Date
